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Klasifikacia prevadzky

* Dolezita vo viacerych oblastiach
— Kvalita sluzby (QoS)
— Sietova bezpecnost — IDS / IPS
— Navrh a dimenzovanie sieti

* Obmedzenia:
— Dovernost prevadzky
— Sifrovanie prenasanych dat
— Obmedzenia hardwaru a zlozitost
— Techniky na zmatenie klasifikatora
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Klasifikacia prevadzky -

* Principy klasifikacie prevadzky
— Cislo portu
— obsah informacného pola paketu
— spravanie hostitelského zariadenia
— analyza statistickych vlastnosti toku



Principy klasifikacie prevadzky

» Klasifikacia prevadzky na zaklade cCisla portu

Cislo portu |  Aplikécia
Postup: klasifikdtor potrebuje analyzovat TCP SYN pakety (1. krok pocas 20 ETP - data
ustanovenia TCP spojenia), aby zistil na ktorej strane TCP spojenia je server. 21 FTP - control
Aplikacia je uréend vyhladanim cisla portu v zozname IANA. 22 SSH
Stav: schopnost identifikovat 30 — 70 % tokov na Internete, cez Standardny port 23 Telnet
pre P2P protokoly komunikuje iba 30% celkove] prevadzky (v bytoch). 25 SMTP
Vyhody — nevyhody: maskovanie za inG aplikaciu, dynamicka alokacia portov 53 DNS
80 HTTP
Cisla portov registrované v IANA, rozdelené do 3 rozsahov: EZ Plgz?’
* Tzv. , dobre zndame” (ang. well known) porty — maju cisla z rozsahu 0 — 13 TS
1023.
*  Registrované porty s rozsahom 1024 — 49151.
*  Dynamické a/alebo sukromné porty z rozsahu 49152 — 65535.
TCP Header
Offsets Octet 0 1 2 3
Octet | Bit |0(1|2|3(4|5|6|7|/8(9(10(11|12|13(14|15/16(17(18|19(20(21|22|23(24|25/26(27|28|29|30(31
0 0 Source port Destination port
4 32 Seguence number
8 64 Acknowledgment number (if ACK set)
CIEfIU|A|(P|R|(S5 | F
12 96 |Data offset R;SSP’I;EI ;_Iu. ClR|C|5|5|Y|I Window Size
RIE|G|EKE(H|T|(N| N
16 | 128 Checksum Urgent pointer (if TRG set)

20 | 160 Options (if Data Offset = 5, padded at the end with "0" bytes if necessary)



Principy klasifikacie prevadzky

* Klasifikacia prevadzky na zaklade obsahu paketu

Postup: zachytenie informacného pola paketu v prvych fazach spojenia a
vyhladanie charakteristického retazca

Stav: v kombinacii s ¢islom portu dosahuje presnost cca. 70 — 80 %

Vyhody - nevyhody: vyznamné zvysenie zlozitosti, proprietarne
protokoly, Sifrovana prevadzka, narusenie sukromia

Aplikacia Retazec
GET / HTTP/1.1\r\n eDonkey2000 | 0xe319010000
Host: wew. fei.stuba.sk\rin MSN messenger | “PNG”’0x0d0a
User-Agent: Mozilla/5.0 (windows; U; windows NT 6.1; sk; rv:1.9.2.12) Gecko,/20101026 Firefox/3.6.12"r'\n IRC “USERHOST”
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8\r\n ssh “SSH”
Accept-Language: sk,cs;g=0.8,en-us;g=0.5,en;g=0.3r\n -
Accept-Encoding: gzip,deflate’\rin PPLive OxE903
Accept-Charset: IS0-8859-2,utf-8;g=0.7,%g=0.7\r\n BitTorrent 0x13BitTorrent

Keep-Alive: 115%r'n
Connection: keep-alive'rin

Nl



Principy klasifikacie prevadzky

Klasifikacia prevadzky zalozena na spravani hostitelského pocitaca

BLINC

Klasifikacie prebieha na 3 Urovniach:

dstPort

Socialna - zistuje sa popularita ()

daného stroja, identifikuju sa
komunity uzlov (neighbouring IPs,
exact communities, partial

communities, low # client
destination IPs)

v s v . ve o . " L"]-L".TlTCP
Funkcna - urCuje sa Ci je hostitel pwp p

IL\

poskytovatel alebo pouzivatel sluzby
(small number of source ports —
server ; # ports similar to # of flows -
client)

Aplika¢na — aplikacia sa identifikuje
pomocou interakcii na transportnej
vrstve
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Graphlety - empiricky odvodené vzory prevadzky
Spravanie jednej aplikacie takisto moze zodpovedat
viacerym graphletom.

Karagiannis T., Papagiannaki K., Faloutsos M., Blinc: Multilevel traffic classification in the dark.
Philadelphia, PA, USA : Proceedings of the Special Interest Group on Data Communication conference

(SIGCOMM) 2005, 2005.



Klasifikacia na zaklade
statistickych vlastnosti toku

* Klasifikacia jednotlivych tokov na zaklade externe pozorovatelnych atributov
prevadzky
— Flow or Uni-directional flow: A series of packets sharing the same five-
tuple: source and destination IP addresses, source and destination IP ports
and protocol number.

— Bi-directional flow: A bi-directional flow is a pair of unidirectional flows
going in the opposite directions between the same source and destination
IP addresses and ports.

— Full-flow: A bi-directional flow captured over its entire lifetime, from the
establishment to the end of the communication connection.

IPv4 Header Format

Offsets Octet 0 1 2 K
Octet Bit 0(1/2 3 4 56/ 7 8 9101112 13/14/15 16 17|18 19 20| 21|22 23|24 25 26|27 28 29 30/
0 0 Version IHEL DSCP ECN Total Length
4 32 Identification Flags Fragment Offset
8 64 Time To Live Frotocol Header Checksum
12 96 Source IP Address
16 128 Destination |P Address
20 160 Options (if IHL = 5)

Nguyen T.T.T., Armitage G.: A Survey of Techniques for Internet Traffic Classification using
Machine Learning, IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 10, 2008.



Klasifikacia na zaklade
statistickych vlastnosti toku

 Predokladame, Ze jednotlivé Statistiky obsahuju dostatok variancie na
odliSenie réznych tried prevadzky

* Pouzivaju sa metddy strojového ucenia

— Sucitelom
Liskanis
° NNET Fachytend |
providzka N Prmicon |
VM o Nyl E:’ Vytworenf
i model

* rozhodovacie stromy P |:> Algoritmus

— Bez uditela - zhlukovacie algoritmy Satistk | strofovéha
" taku ’ . ulenia |

— Hybridné pristupy
* UvaZuju sa obmedzenia:
* klasifikator nema pristup k datam v pakete
* nemoZeme sa predpokladat, Ze Cisla portu spolahlivo
urcuju aplikaciu
Nguyen T.T.T., Armitage G.: A Survey of Techniques
for Internet Traffic Classification using Machine

Learning, IEEE COMMUNICATIONS SURVEYS &
TUTORIALS, VOL. 10, 2008.



Application

Application

Mean AT (ms)

POP3S| A
https} =i oo
ssh + :
Y N PP
pop3(k
Andpfl o e
httpf o ——
ftp o
0] 500 1000 1500 2000
Mean Packet Size {bytes)
pop3s} B T
https ——
gahbo i B
smtp —_—
pop3f i R
nntpl R
http : +
ol PRI
-4000 -2000 o] 2000 4000

Application

Application

1000

pop3sf o i
httpsf o ———
ssh =
smip} AR ETPRTI SRR
pop3 +
nntp I PPTIITY P
http ........ :. . ——
ftp ——
=500 ] 500
Variance of Packet Size (bytas)
pop3s| i g
https ——
gghb o e
smtp —_—
pop3} i R
antpf i R
http ;
ﬁp ............... IR
-1 -0.5 1] 0.5

Mean Jitter (ms)

Figure 1: Comparison of classification metrics for
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Bernaille L., Teixeira R., Salamatian K.: Early Application Identification. ACM CONEXT 06, Lisboa, Portugal, 2006.



Hodnotenie uspesnosti

« A common way to characterize a classifier’s accuracy is through
metrics known as False Positives, False Negatives, True Positives
and True Negatives. These metrics are defined as follows:

— False Negatives (FN): Percentage of members of class X incorrectly
classified as not belonging to class X.

— False Positives (FP): Percentage of members of other classes incorrectly
classified as belonging to class X.

— True Positives (TP): Percentage of members of class X correctly
classified as belonging to class X (equivalent to 100% - FN ).

— True Negatives (TN): Percentage of members of other classes correctly
classified as not belonging to class X (equivalent to 100% - FP ).

Classified as —» X X
X TP | FN
Nguyen T.T.T., Armitage G.: A Survey of Techniques for Internet Traffic Classification Y F P T N

using Machine Learning, IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 10, 2008.

Fig. 1. Evaluation Metrics



Byte vs. Flow accuracy

Vacsina tokov na internete posiela iba malé mnozstvo dat a tvori iba malu cast
bytov a paketov prenesenych v sieti — mice flows

VacsSina objemu prevadzky v bytoch je prenesena malym mnozstov tokov
prenasajucich velké mnozstvo dat — elephant flows

1% najvacsich tokov na internete tvori viac ako 73% prevadzky v bytoch

najvacsich 0.1% tokov prenesie takmer polovicu vSetkej prevadzky na
internete (v bytoch)

Presnost, uplnost , FN and FP mozu byt vyhodnotené ako percentov tokov aj
bytov

To Ci autor zvoli presnost klasifikacie tokov, alebo prenesenych bytov moze
vyznamne ovplyvnit vyznam uvadzanej presnosti.

Z tychto dovodov mnoztvo sucasnych prac rozlisuje:

— flow accuracy — meranie presnosti ktoru su klasifikované toky vzhladom na
pocet vsetkych tokov v trénovacej/testovacej mnoZine

— byte accuracy — meranie presnosti vzhladom na mnoZstvo ddt, ktoré
preniesli spravne klasifikované toky z celého objemu dat (v bytoch) v
trénovacej/testovacej mnoZine

Erman J., Mahanti A., Arlitt M.F.: Byte me: a case for byte
accuracy in traffic classification. Proceedings of the 3rd
Annual ACM Workshop on Mining Network Data, MineNet
2007, San Diego, California, USA, June 12, 2007.



Extrakcia priznakov a predspracovanie

* V niektorych publikacidach su dostupné stovky Statistik
* Najpouzivanejsie statistiky:

— velkost paketov ( a ich minimum, maximum, priemer, Standardna odchylka,

a priamo velkost prvych niekolkych paketov v toku)

— Cas medzi prichodmi paketov ( a ich minimum, maximum, priemer, ...)

— protokol

— zdrojové a cielové porty

— pocet prenesenych paketov a bytov

— pocet paketov bez dat na transportnej vrstve (TCP/UDP)

— zacCiatok, koniec a trvanie spojenia

— priemerny pocet paketov za jednotku ¢asu a prenosova rychlost

— pocet/pomer TCP paketov s nastavenym navestim FIN, SYN, RSTS, PUSH, ACK, ...

* Predspracovanie spravidla zahfna normalizaciu priznakov
* Prigenerovani Statistik toku sa vynechavaju

— TCP pakety bez dat aplikaCnej vrstvy

— velmi kratko trvajuce toky

* Normalizacia — kvoli velkému rozsahu sa pre niektoré priznaky, ako IPT pouziva aj
logaritmicka mierka.



Selekcia priznakov

* Filter methods — tieto algoritmy robia nezavislé odhady
zalozené na vseobecnej charakteristike dat ako je napr.
korelacia jednotlivych priznakov

— Vysledky nie su naklonené konkrétnemu ML algoritmu

* Wrapper method - tieto metédy ohodnocuju vykonnost
roznych podmnozin priznakov pouzitim algorimu, ktory
nakoniec bude pouzity na ucenie

— Vysledky su teda spravidla najlepsie prave pre zvoleny ML
algoritmus

 Obe metddy vyzaduju metdody na volbu jednotlivych
podmnozin priznakov



Selekcia priznakov — metody A
hladania podmnozin priznakov "

Exhaustive search — exponencialna zloZitost — nevykonatelné uz pri malom
mnozstve priznkaov

Genetické algorithy, simulated annealing
Greedy search, Best-First search

Sekvencné algoritmy: Segential forward (backward) selection (sekvenény dopredny
vyber), Plus L Minus R selection, Bidirectional search (obojsmerné prehladavanie)

Features: 1. sizes of the first several packets, 2. their inter-arrival times, 3.
sent/received packets ratio, 4. sent/received bytes ratio, 5. duration of the flow, 6.
variance of sent packets, 7. variance of received packet sizes, 8. variance of all
packet sizes, 9. mean size of sent packets, 10. mean size of received packets, 11.
mean size of all packets.

SFS UNIBS [SBS UNIBS |PLMR UNIBS |BS UNIBS
1 542 1123456789.10.11)634 |12 613 |1 542
1.2 606 1123456891011 |64 1 542 [13 59.8
123 618 1124568910.11 632 |1.24 638 132 62.3
1234 625 1124568911 636 |12 613 11328 62.7
12347 627 12468911 631 [1254 644 113285 63.8
123475 624 1124389.11 633 124 638 |4 11.7
1.2.34.7.5.10 625 112489 641 112469 651 1457 24.9
1.23.4.75.10.8 615 112438 634 1246 64.7 14578.11 334
1234751086 619 |148 622 (124685 655 [2456.78.11 442
1.234.75.10.8.6.9 621 |18 595 [12465 648 234567.89.11[476
1.234.7.5.10.8.6.9.11 |62 1 524 1124611831632




Trénovanie ML algoritmov ..
2 s .

ML takes input in the form of a dataset of instances (also known as examp
 The dataset is ultimately presented as a matrix of instances versus features
* |Inthe real world we are often faced with a limited quantity of pre-labeled datasets

* Holdout — ¢ast ddtovej mnoZiny sa pouzije na trénovanie (napr. dve tretiny ) a
zvySok sa pouzije na testovanie (jedna tretina) na testovanie.

* NajCastejSie je pouzivany variant N-fold cross-validation (N-ndsobné vzdjonmé
overenie) . Datova mnozina sa rozdeli na N priblizne rovnakych ¢asti ( folds). Kazda
cast (1/N) sa potom pouZije na testovanie, kym zvySok datovej mnoziny ((N -
1)/N) sa pouZije na trénovanie. Postup sa opakuje N-krat a kazdy vzor sa pouZije
jeden krat na testovanie. Pocita sa priemerny vysledok zo vSetkych opakovani.

* Rozdelenie datovej mnoZiny negarantuje, rovnaké zastupenie kazdej triedy v
datovej mnozine. Casto sa teda aplikuje stratifikacia - nahodné vzorkovanie
datovej mnoziny tak, aby kazda trieda bola rovnako zastupena v trénovacej aj

. Ve
testova cej mnozine Entire Original Training Data
* . o _
~ =~
Block 1 Block 2 Block 3 Block k-1 Block k
k-1 Blocks — Shown in Dark Background — Selected One Block — Shown in Light
for Training Individual Classiliers Background — Is Lell ©Oul
. I N—
~ " Y
Classifier 1 Block 1 Block 2 Block 3 Block k-1 Block k
Classifler 2 Block 1 Block 2 Block 3 Block k-1 Block k

Classifier 3 Block 1 Block 2 Block 3 - - Block k-1 Block &

Nguyen T.T.T., Armitage G.: A Survey of Techniques for Internet Traffic : : : :
Classification using Machine Learning, IEEE COMMUNICATIONS SURVEYS ~ clsstter i1 [IRIER Boka « Bookk!  Blockk
& TUTORIALS, VOL. 10, 2008.

Classifier k Block 1 Block 2 Block 3



Datové mnoziny

V praxi potrebujeme:
— zachytit vlastnu prevadzku - vlastnosti sa menia podla ¢asu, miesta,
zataZenia a dalSich velicin
— pouzit datovu mnozinu

Problémy rieSené pomocou metdd strojového ucenia maju zvyCajne maju
svoje ,,Standardné” datové mnoziny (FERET — tvare)

V 64 publikaciach v rokoch 1994 — 2008 bolo na hodnotenie klasifikatorov
pouzitych viac ako 80 datovych mnozin

Existencia takychto mnozin je dolezita, hlavne pre moznost porovnania
vysledkov jednotlivych klasifikacnych metaod.

Spravidla nie je dopredu oznacena prislusnost tokov k aplikaciam - je
potrebné si vyclenit ¢ast prevadzky a klasifikovat ju spravidla pomocou
dostupného softwaru.

Z pochopitelnych bezpecnostnych dévodov totiz data na aplikacnej vrstve
vacSinou neobsahuju uzitocné informacie.

Medzi najzndmejsSie programy umoznujuce zachytavanie sietovej
prevadzky patria tcpdump a Wireshark . V zavislosti od platformy
vyuzivaju kniznice ako libpcap , winpcap
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Klasifikacia prevadzky L/

* Celé toky — urcenie aplikacie po skonceni
daného toku

e Early detection — ur€enie aplikacie z prvych
niekolko paketov



Neurdonoveé siete

* Velkosti paketov maju pre r6zne aplikacie
pomerne velku varianciu

07

e Pre kazdu aplikaciu sa generuje histogram
reprezentujuci rozdelenie velkosti paketov

06}

0sr

e VacsSina aplikacii je charakterizovana velkym
poctom paketov v oblasti najmensich a
najvacsich velkosti

0.4F
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02f

01f

* Velkosti paketov do 1500b S R
om0 w0 w0 m0 w0 o m o
* S odlisSenim smeru takmer 3000 moznych Normalized histogram of packet sizes
hodnot Qi
* Na zniZzenie dimenzionality dat sa velkosti
rozdeluju do niekolkych binov 3
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Logged normalized histogram in order to magnify
small-count packet sizes



Biny Ca

Velkosti paketov pre Standardny Ethernet m6zu nadobudat r6zne hodnoty do 1500 bytov
Takisto sa moZu urcovat biny aj pre ¢as medzi prichodmi paketov
Odlisenie prichadzajucej a odchadzajucej prevadzky
Velkosti binov:
— Malé pre malé velkosti paketov
— Vacsie pre vysoké velkosti paketov
Metddy urcovania binov

— Empirické
— Statistické — pouZivaju sa napr. $tatistické metddy na hladanie vhodného rozdelenia dat
pre histogramy 3.49. o
¢ Scott’s formula W= N3 IQR(X)

*  Freedman — Diaconis formula w=2 N3
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e (QdliSenie prichadzajucej a odchadzajucej

prevadzky zvysuje presnost klasifikacie (j ' ?'
e Poutzitie velmi velkého mnozZstva (cca. 50) (-

binov zasadne neprispieva k zvyseniu
presnosti klasifikacie, avsak vyznamne

v . ’ v s Ve 14 H-I_I-FI
Zvysuje vypoctovu zlozitost S S S SO S
S I
The most important range of sizes: [66 - 70], STy TE T
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Figure 1. Packet Size Distribution of some applications

Trussell H. J., Nilsson A. A., Patel P. M., Wang Y., Characterization, Estimation and
Detection of Network Application Traffic. Antalya, Turkey : Proceedings of 13th
European Signal Processing Conference Eusipco, 2005.
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Figure 1: Plots of histograms (normalized and logged) for
packet-size distributions (in 50 bins) of different applications.

Trivedi C., Chow M., Nilsson A., Trussell H.J., Classification
of Internet Traffic using Artificial Neural Networks,
Raleigh, NC, USA : NC State University, 2002.
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Figure 2: Plots of histograms (normalized and logged) for inter-
arrival time distributions (in 49 bins) of different applications.




Porovnanie klasifikacnych algoritmov (C
C" =

100 . r —

Average overall accuracy (%)

g Naive Bayes —+

S Naive Bayes Kernel Estimation

80 T C4 5 Decision Tree —#— 7
- Bayesian Network —

T Support Vector Machines —8—

- - K-Nearest Neighbors —&—

' Neural Nets —e—

100 1000 10000 100000
The number of training flows

75

Priemerna presnost algoritmov strojového ucenia vzhfadom na velkost
trénovacej mnoziny

Hyunchul K., Fomenkov M., Lee K., Faloutsos M., Barman D., Internet Traffic
Classification Demystified: Myths, Caveats and the Best Practices. Madrid, Spain :
Proceedings of the 2008 ACM CoNEXT Conference, 2008.
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Figure 7: Computational performance of machine learning algorithms by training set size
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Early detection

» Klasifikuje prevadzku online, bez potreby zachytit cely tok
* Identifikacia aplikacie z prvych niekolko paketov spojenia

— ZniZuje zloZitost a mnoZstvo potrebnych dat
— Uvadza sa ze najdolezitejSich je prvych cca 5 paketov spojenia

— Prvych niekolko paketov obsahuje ustanovenie spojenie kedy su zvycCajne
posielané preddefinované spravy

— Rozsah velkosti je podobny aj na roznych sietach

HTTP Skype SSL



Early detection — Markovove moc

* Identifikacia aplikacie z prvych paketov
spojenia

* Niektoré aplikacie maju v prvych fazach
spojenia podobné spravanie

* 4 biny: [1,99], [100,299], [300, MSS-1],
[MSS].

* Bol pouzity Markovov model

— Zohladnuje velkost, smer a poradie prijatych
paketov
— 4 biny s odliSenim smeru

Stage 4
(4th data packet)

Training data
(HTTP. IMAP, SMTP, SSH, eDonkey, BitTorrent, Gnutella)
T

Training phase (offline)
O
I I IMAP model I
I I SMTP mode! I
el
e
i adel

v } $u) i

\

cl ion result:
i HTTP, IMAP, SMTP,
Likelihood —p=  SSH, eDonkey,
BitTorrent, Gnutella
orur ifi

o
@
. 401

Network traffic
(test data)

SSH model
Donkey model

o
ni
I | BitTorrent madel I
Gnutella model

Classification phase
(online)

Fig. 2. Traffic classification using Markov models

Munz G., Dai H., Braun L., Carle G., TCP Traffic Classification Using
Markov Models. Zurich : Passive and Active measurement
conference, 2010.
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Decision tree

rozhodovaci strom

 Metdda konstruuje model so
stromovou Strukturou

kazdy vnutorny uzol
reprezentuje test na priznakoch

kazda vetva reprezentuje
vysledok testu

kazdy list reprezentuju vyslednu
triedu

pri klasifikacii tok prechadza
stromom od korena k listom.

Konecny list potom reprezentuje
vysledok klasifikacie

packetd

» -152.500 = -152.500

L
packetd

=54 =54
'-:-1
packet
= .54 = .54
y
bittorrent | | skype
| [ —

packetd

¥

»-30= 302

N
http
[ ]



Support vector machines -
stroje s podpornymi vektormi 7 ?q
3

* HTTP transaction contains a GET request sent y ,
by the client. | _

* If this request fits into a single TCP segment, T s
the second packet will be sent by the server
and we will getS1>0and S2<0

* If GET request is larger in size, the first two —
packets are sent by the client. In this second S T T R
case both S1 and S2 are positive A R S 1 Y

* Flows are distributed in a more concentrated SR
region: in fact, the small area highlighted Ao
contains 99.47% of the flows. Y W

e Port 25 is prevalently used to exchange e-mail T e

messages through the SMTP protocol.

* Transmitting he 220 code meaning that the
SMTP service is ready (S1 < 0), while the
following packet comes from the client and it _
contains a HELO (or EHLO) message (S2 > 0). o
The remaining sparse 0.53% are mostly |
composed of duplicated packets sent by the
server, with S1 =52 < 0. | e

Fig. 1. Vectorial representation flows for HI'TP protocol (first two payload-carryving
packets of each connection).

Gringoli F., Salgarelli A., Support Vector Machines for TCP traffic
classification. Brescia, Italy : Computer Networks, 2009, Zv. 53, s. 2476-2490.

Fig. 2. Vectorial representation of flows for SMTP protocol (first two payload-car-
rying packets of each connection).




CS traffic characterization

* The results show that the traffic behavior of
these servers is highly predictable

A ; HYH _ _ Start Time Apr 11 08:35 2002
. To maximize the mteractlw-ty of the game - on Stop Thme Abr 18 14:56 2002
||ne games typlca”y ﬁX thEIF usage Total Time of Trace 7d.6h. 1 m
. . (626,477 sec)
reqwremgnts in sugh a way as to saturate the Maps Played 130
network link of their lowest speed players. Established Connections 16.030
. . . . Unique Clients Establishing 5,886
* |In particular, on-line gaming requires low- Attempted Connections. 24,004
latency point-to-point communication as we|| LEdue Cliens Atempting 520
as directed broadcast channels to facilitate its TABLE

COUNTER-STRIKE NETWORK TRACE INFORMATION

real-time game logic.
* Traffic tends to employ small, highly periodic

Total Packets 500,000,000

U DP paCkEtS' Total Packets In 273,846,081

* Packets are sent via UDP since clients need to Total Packets Out 226,153,919

. . Mean Packet Size 80.33 bytes

send packets at an interval that is much Mean Packet Size In | 39.72 bytes

shorter than the time it would take to e e DUt | 1200 s
retransmit lost packets. Mean Bandwidth In 341 kbs
Mean Bandwidth Out 542 kbs

TABLE I
COUNTER-STRIKE TRACE NETWORK STATISTICS




Traffic generated has multiple sources

— most dominant source is the real-time
action and coordinate information

— information is periodically sent from all o b
of the clients to the server o
— the server performs a periodic broadcast
to each client distributing the global state

Bandwichty (salobilsfses )

B o o -
i ke
S

T

Time {min)

of the game.
— In addition the game engine allows for . | o
broadcast text-messaging and broadcast Fig 1. Per-minute bandwidth during trace

voice communication amongst players all
through the centralized server

As the figures show, while there is a lot
of short-term variation in the trace, the
trace exhibits fairly predictable behavior
over the longterm.

As a result of synchronous game logic
requiring an extreme amount of
interactivity, a close look at the trace o
reveals the presence of large, highly i
periodic, bursts of small packets “

Packet oad {packets )
-]

] B
Time {min)
Fig. 2. Per-minute packet load during trace

Feng W. et al: A traffic characterization of popular on-line games, IEEE/ACM
Transactions on networking, Vol 13. No. 3, 2005.
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Fig. 6. Incoming and outgoing packet load for the m = 10ms interval size

Feng W. et al: A traffic characterization of popular on-line games, IEEE/ACM

Transactions on networking, Vol 13. No. 3, 2005.
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Fig. 15. Longitude histogram for players in mshmro trace
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Fig. 16. Longitude CDF for players in mshmro trace

Feng W. et al: A traffic characterization of popular on-
line games, IEEE/ACM Transactions on networking, Vol
13. No. 3, 2005.



Byterate (Sampling step tau=0.5 sec)
10000 T T T T

Skype u
* Following a closed source and proprietary design o000
e Skype protocols and algorithms are unknown & MMWWWM
e Strong encryption, codecs :
» Skype protocol hides the type of traffic transported -
(transfers or voice/music/silence media) ool _
 The destination IP addresses are not the same every e

Sec

time Skype runs, and the destination port numbers
are also not standard

Figure 4.2: Byterate of a direct call, UDP flow, sampling rate = 0.5 s

* In many cases, there is no direct communication

between end users in Skype. o P Gerohosmiuosm
* AES encryption
30
Skype 25
- Logn Sarver
8
£
Meszages sxchangad dunng LoginFhase &
=8 @ 15
AT hades
B / W, _] 101
= \
\, 5k
@
% 100 200 300 400 500 500 700
i ke Sec
] . a @ Figure 4.3: Packetrate of a direct call, UDP flow, sampling rate — 0.5 s
Figure 2.1: Skype Network. There are three main entities : supernode, ordinary nodes, and the Buonerba A Skype'TraffIC 'DEteFuon and CharaCtenzatlon’
login server Master Thesis, Helsinky University of technology, 2007
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Figure 4.4: Packet-Lenghts of a direct call, UDP flow
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Figure 4.5: Probability Density Function of packets length of a direct call, UDP flow
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Figure 4.10: Packet-Lenght of a direct call, TCP flow

Buonerba A.: Skype Traffic Detection and Characterization,
Master Thesis, Helsinky University of technology, 2007



Challenges

Timely and continuous classifications
Directional neutrality
Efficiency

Portability and robustness



